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Abstract of JP20001 00069 
PROBLEM TO BE SOLVED: To use similarly 
enciphered contents data among respective 
equipments in common and to realize a firm 
copy protecting method. SOLUTION: A seed 
key (Kcs) generated by a random number 
generator, etc., is produced by a source 
device, and the seed key (Kcs) is subjected to 
encipherment by utilizing a combination key 
(Kck), and the enciphered seed key (eKcs) is 
transmitted to a sink device. By the source 
device, a contents key (Kc) for ciphering and 
deciphering contents data (Contents) is 
produced in accordance with the function 
between the seed key (Kcs) and independent 
variable data (Nc). Thus, the enciphered 
contents data (e [Contents (KC)]) are 
deciphered by using the contents key (Kc). 
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(57) [Sft] 

Source Device te, SLtli 

»*4flcj: ■9 3B±Six<5$'— K*- (Kcs) £rfe& 
U rcov'— K^— (Kcs) (Kc k) £ 

fiJffiLTBHWfctrlfcU *#ft*nfc^-K^r- ( e K 
c s ) £ S i n k Device MiUff -^5 0 S^S o 
urce Device yry^r- ^ (C o n t 
e n t s) SrUgHHfc;, St^ffl^ki-S^fe^a^-r^y 

*™ (Kc) Srv—K*- (Kcs) h^^ttff—Z 
(Nc) £0>§S»(cS<S^Tto*^5o -tUT, S i n 
k Device It^yfy^^ (K c) Srffl^T.* 
$B-%-it£tltc^ l/"rl/yr — $ (e [Contents 
(KC) ] ) 
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r^Sff Lfc=fcT— -fur? bM^MOy*— teotB 

&«7G^'<>f **>kl!(rE== t'-^n^^ htt*^— * 
KOlEM(aoT^, **£ix*»l*>BKtiMB 

gfs L^TOE^9 y -^««©<I«EJI 1 ©BBEflMBfc £ 

iftEi£{f tg^VW * <fc 9 S« b^HuflEie^b«S:^-r 
Sfca6(D^7^-^iSa^r, ffiEfl^ 4>BEtt*R(cJ: 9 

^tWnf^ h***^— *£flt^b£;frfc££miE 
[»#JS3] «HBI»#fk«:WI»-r6*:«>«>«#«:, Br 

5 ] tt-fHbttic <t o »t#fbtf«-fHb"5rffi* = 
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u 

Hul2^ft5cx^^(cj:!9. ffirESI 1 0>BaE««lc: £ o 
MEBBE^aic J: <9 gfl Lfc ffiE'< 7 * - * til admits 

r<OBBEftia*cJ:or&jac. ***ns»2«>BBE«« 

«TEaH»#«(-J: «9 HftE^f 7cx^>r ^ J; 9 Sit Lfcmf 

E«F»ffc«*r±ril-r6fc«)^7 7<-^flM*«r, 

2 <z>BSE««U-<fc 9 Pt^-ib It HfjEfB^fcx'^ ^ {ciH 

50 [If ^6] WEl»#ftSrW»i-Sfc«><oilMRtt, « 
fto^7^-^(c^tt?>ixy5:««-e*>9, RllfEBBE^il! 

x— ^^mmm 0 

0£ote N HftE^l *y u c«S2^BiiE^(cJ:o-CB&-^ 

ib LT^fft z^k&ftWL t-rzmxm e um<D^- 

^0 ^WW^ro^-^^aaSBH^ffifa^J: 9HiHHbL 
»tti--5E»#aS:A«L^rtS:»«i:-t-6fll* 
31 5 f£gcCO^- ^ ^1S§ 0 

aMETC^W^^^MEatr— ^n-r>7 hfcf*^— ^ 
$r^Ht6i^, HuE*«7C^<>r-xtcoWT*BiE«ia 

l^BKteilciot**, *^-$n6BSEfll««:^# 
L, 

50 w<Dft»UfcWEBBE«P«S:fla^rJ»^««S:fej«L, 
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U 

r (omumn * m v * r hp l * Sfis^t $t 

s^^is-efc 5 12^7^-^ ft meaiA 7t:r 

fuienf-^Hbx - * cost »fk £ A¥Bfe-r 3 «F*ffc««rfefiKi- 
syt*iCiK**««*r*tt < fc t » 1 Xt/m 2 co 2 ogo 

mx-tb 6^ frttft £ t5B»I»o 
[0 0 0 1] 

[0 0 0 2] 
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[0003] zcnm<nm^-m$5i*. M^i^dvd (d i 

gital VersatileDisk) Idlflg^H 

[0 0 0 4] ^ yfy7T-^li-ixl:MP eg 2 

&mm#&mcx&WLmizmbtiZo mpe 

[0 0 0 5] r coj: 5 xfyyf- 

[0 0 0 6] -e^T% CPTWG (Copy Prot 
ection TechnicalWorking G 
roup) T'fi, ^1/^7^77- *tf>fiaifC#KS/«£ 
*ttft^^-f>^-7x^XT^6 I EEE 1 3 9 4 
v-y T/i"<;MCftttfc*fcft = t°-^r2^^ h^coft 
« (JEJIT* IEEEl 3 9 4^t-/P7nffli:i 

[0007] IEEE 1 3 94;>!) TVl-vWi, rv^^ 
/Ut'ftT'l — -V, tyhhy^y^^, TV. 

zfTfisa^t* r^fy^Dt^ ^7*7^^3^02 

[0008] IEEE13943t-/n7^hiI 

e>^cHt*ft^ci h="^S:fflv^Sri:lcJ: 9, IEEE 
1 3 9 4 v-y T/U/<^^7>LT^ r v ? ^7l-t^^-y p U— 

-^4^#tM6*^a-/HI»B (WT#«»IHJ) X 
[0 0 0 9] 

50 fi, ^>^tc^cD&t^b^tLfca>^>^^— ^co^ 
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[0011] i8lt tyhhy^y^^l (ST 
B) *»6IEEE 1 3 9 4'<x 2 £r;fr ttglf £ tlX £ 

yt^vry^f-^^-yt/w^yfa-^ 3f*9cd 1 

3 94/!ii/^4 ^LTDVDRAMK7^/5^ 

[00 12] ^^>i/^'7 L ^(CioV>T, IfSTBl^f) 
DVD RAM K7^ ^5 tC^^V^T*— ^gri^li" £ 
STB 1 tDVD-RAMK7^^5^fiira 
tt^HV^Au thenticator8, 9T*iffl 

7*-? (Kx) ^Mt5r^^'#5 0 ^:L-t£ib 
IC, CGMS ^Bftf4x5= If— h a— (EM 

i) zmm-tZo (ft, :^emi cott^ii, ^e-ini 
60 tit, ^>^^y^'~-?*{&(Dm.m^^ 

^7^n- (Kc) fc$««-CflsjS-t-5. t£oT#Jx. 
fiK c ttTEco«t 5 /«cB8»T*«m^nSo 

[0013] Kc = J [Kx, f (EMI)] 

^coj: 3^tixlf^VTy7^- (Kc) iUff 

[00 14] ^ IT, DVDRAMK7^^5l:it S 
TBlCOCi phe r lOt'^ IfJ-fy**— (K c ) £ 
m^X^^-itZMz^^^ry-yy"—? (e [C o n t e 
n t s (Kc) ] ) tth\Z, /U3f — (K 

x) &tfa tf— =i> hn— /Uff^ (EMI) dS>"*7> — 
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*k LXfetih£tiZ>Zktctj:Z> 0 

[0 0 15] DVD-RAM K 7 4 7* 5 

tlfz=* isJ-'yy 3 ?— # (e [Contents (K 
c) ] ) MPEG^=i~^6^cr)^^{CiE^IC 

[0016] ^cOB^t>. SfDVD-RAMK7^/5 
H1PEG 27^~^6 \Z.Wttf ht^fcA u t h e n t i 
cator9, 6 1 T*BlE&3l;^li2iE£ ;ft,£ o * LT, 
/0 _h|B STB 1 £ DVD- RAM K7-f^5 t (DMM^M 

7^- ^tci^lHST^^^v-^^-Sr^i-So 

[0 0 17] fcff , ^CO^: # 3^ h n— /l^ — , n fcf— 
=3 > h p — /Mf «f±, Htrlel STBl^DVD-R AM K 

fi, ^Fo-/^- (Kx) te&fs<^ *mf*LMX@ 
20 1 f-ov^rfi, Wx.fi, =nf — 0^7-^^stbi 

^DVD-RAM K7>r^5 |C«M3 *Lfc»*^tt, 
DVD-R AM K7^^5^f)MPEG 27=>-^6C 

iS« * n 6 tt 3 if - 3 v • h d -/uflMB *s r r *i « 

[0 0 18] o£9. ±Etfi»&9*ffcft3 > h o — 
/U^f~ (Kx* ) , ^rtSrfS^Hg^jft/fcza tf— 3 > h C2 
— (EMI' ) <7V^^~^£ffl^£cDT% 
Kc'=J [K x ' , N c , f (EMI')] 
30 iSrf^rt+SwirtC&So 

[0 0 19] ^oT, DVD — RAM K7^ ^9 JijSr/c 
^=i^7^>^>^r— (Kc* ) ^fflV^T, ^1/7*1/^7— 
f&m-^it (eContents (Kc'))U MP 
EG27=>-^6t:Ml, MPEG2 7 n-^6t' 
fi, 2 0(D/'7^-^^fflV^Mt/c^V7y7^-K 
c * ^rffll/^T, Cipher \CX =2 isy?— $ 

[0 0 2 0] ai^avfyy^t*©*****!: 

[0 0 2 1 ] HP^, ^tt^ttO«§i^S»tffi^tl-5 3> 

60 f^ii^, 3>^>^^r- (Kc) XVg-^itZ 
ii/^yfyyf-^^yfr/^- (K c ' ) T'^h 
50 S^fLLiEL-r, »U<o«SJcSttjSi-wi: LttJtixtf 
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7 

{CD VD-R AM h'^^Z/^CD* h U — v^'^^te^ 

[0 0 2 2] *«Mli±5E^mt«cfe^T«:$ixfct>o 
X$>*>. l«-J§-{fc£ixfc=« yfyyf-^lc»LTS bid 
«F#{ki-*±5ft»a«:'r6Ci:ft<, &m&mxm- 

[0 0 2 3] 

flsHSraydrt- £ fc & 0>>* 9 > - * tf ffi SrffBF-iHfc; $ *bfc» 

[0 0 2 4] ±SK<OIHiSrlllft-r5fc«>, Bf 

$ *i£Sg l OBB*«fcWL, HfrfS^f tgt^w * 
fit, 8«Lfc«Ha^9^— ^«««>WEJBl©BIiEfflP 

fE^f— K ^co^— * £n£-fHfc: £ *xfc £ £ iiu 
[0 0 2 5] BgHHt&lcJ: D«F*fkl«I*ffcpr«B 
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{M L, ilHf 7G7^^ ^rt^HuISa t°— y^o-^^ hjiPf^CO 

-c«E«a«rjti6L, zvmm&micxoxtt^ 

ft ^Sk*c J: 9 mJlS^f 7c J; 9 UfcWEl»#ftli«r* 

[0 0 2 6] *3t, *?S^fi, ^^t 0 ^- — ^i/^-r^tC 
2 2 0(0^ 7 > - ^ {C^xtt TfS^-r 6 SfS 2 

[0 0 2 7] 

6/^— vt/^ ytv- ^ (JL^T> PCtttS) Oi/ 
^7 L ^^^^tbrv>5o :wpci IEEE 

^0 1 3 9 4^11 2 0 0^LT»3y->a- 

•^l^B, fc^^f^gl^oj; 9ft-fey h hy/^^ 

^ (STB) 12, 7^^/^7^^ V^7 

— y (DVC) l 3. 3$&X*y !t *J#;i'\?"rjrJ3'tey 
h^-^ (D-VCR) 1 4£»«pT«fc*rii£*tT 

[0028] iryhhy (STB) 12, 7* 

itf/uK?***? (DVC) 13, *5J:t^x^^/n^ 
T^^^iry h Up — y (D-VCR) 1 4 {2, ^rtt^n 
IEEE 1 3 9 43 tWP7^ h&W£r1r^— 
50 fc^lC, IEEE 1 3 9 4i/Ur/W^2 0 0 i:^y 
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ff 0 ^SBOrglgfl (Authenticator) 12 

l, 13 1, 14 l^tltv^o =* yr^y^r—? (D 
»S««rtT5-fey h (STB) 12*>J; 

(/T^/Ut'/^tyM/n-^ (D-VCR) 14 
ffl-JHfcSB (D e -/C ipher) 122, 142 

OTi/Z^^T*** * 7 (DVC) l3ICO^TI3:, Rf 

(Cipher) 1 3 2»t*SR»t&ixri^5. 
[00 2 9] PCI 1, s^tf jx * * (ST 

B) 1 2, f^^yutr«^7 (DVC) 1 3, ts£ 
Xfri?#/l'¥y**$'Zv hls = ~-y (D-VCR) 14 

"CIEEE139 4i/VT/l"<*2 0 0 ±.Z$a&£tl 

[0030] pci lit m^(0 J: 5 pci i 

CPU-t^a — ;H l 1, 1^ v-f h^fcte^v^/UT 
VfflCD^zL— j-1 1 3, MPEG27=>-yi 1 5. D 
VD-RAMK7^f^l 161:01^(1, PCI^l 

9 MfE&LJlgfl (Authenticate 
r) 1111, 1131, 1151, 1161 J^tt h 
ttTV^o w*Lk*KfiE#L8ISP (Authentica 
tor) 1111, 1131, 1151, 1161 (Dffi. 
mn, 1 3 9 4f^^T^St^hhy7 p 

tit y #X (STB) 12, r^^/Utr^^ V (DV 

C) 13, Joit/rv'^^t'r^^'ty — V (D 
-VCR) 1 4 CD^;ft£ l!!]£T-£) 9, nyfy^f-^ 

[0031] £/c. m^C PU^^a-zH 11, f 
a— J- 113, MPEG2 "f^ — y 115 (D^f l/? — 7 
^^gflfcfi, £<b*C, Pt-^{b^^tfc3>^^>> (en 
crypted contents) (DVg-^rik&fflV&'t 

ztz&<Dm^it&mzft?m^itn (De- C i P he 

r) , ^tztetig^ikU (Cipher) 1>mVbtiX^ 

5c --T'(l, 3-=L—~f- 1 1 3lCo^TfcilW*§-fl:«5 (C 
ipher) 1 1 3 2 7^I£tf <b*X, CPU^^-/H 
1 lfcJ;t/MPEG2f3-yi 1 5fCoV^Tfi*^b 

S (De-c ipher) 1112, 1152 

[0 0 3 2] CPU^v^a^H 1 1 tt, 9 vzfv 

±7^t. ^!)^yl>D-7, ioctt^PC Is<^'?D 

7i?tek*frbmj&£inX&y . BBEffli 1 1 i t«f#W 
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B&gfll 1 1 2fi0iJ;Ltf PC I s<7>7l) yi?<0—mt It 
a^iitf^ i*s-e*5o CPU^^-;H 1 1 

F^O^IEgCl 111, ff£-*§-8¥i&£E 1 112, MPEG2 
— l l 3 1*7 7 F->x7T'IIUt)&^o 

[0 0 3 3] DVD-RAMK7^^1 16liPCll 

y^-7x^^^f:|j:ATAP I^>-^ — :7m-f;*^£ 
iMTPC 1/^1 OOCgii^tl^o DVD-RAM 
71 l 6 fiSIiE^iSSB l l 6 1 
10 itU (De-cipher), Bf-JHfcSfR (Ciphe 
r) \C^^XitWtnhtlXl^\ m^it^tltz^>7- 
y^f-^«f£l«iO^^DVD-RAMl 1 

[0 0 3 4] PCI licit PCI^lOO 
MEEE 1 3 9 4V!)7yWU 2 0 0 Pfl*2X*l6]T*» 
1 3 9 4Vy -/ v>l 1 7jWRrt-&*LT1^S. 13 
9 4^y 5/v?l 1 7tCte, BaE^iSap. 

ikUtet'tihnrthtixteb-r, 0t^b^tt/c3>-x> 
yr- ^lirtP#ft;$tLfc«ffiw** PC i/^ioo^ 

20 f)IEEE 1 3 94V!i7/W^2 0 0^ *f:IEE 
E 1 3 9 4 is I) T/Us<7s 2 0 0^f)PCI 1 0 0 fC 
^i^^tV^o rcOj: 9 Cl, 1 3 94/1)7^117^, 
PC 1 1 rt^flMB^S** — fVh 1 3 9 47"y<^ Xt<Dm 

[0 0 3 5] IEEEl 3 9 4^117/^2 

0 0±ODVC 1 3 7^b^i££H6^^^3:/^:/:y 

CPU^^-/H 1 K-y7 F^x77^-Kt 

[0036] *i\ DVC13i:C PU^v^a- )V 1 1 

I Dte, 1 3 9 4f/^^^j:t;pc 1 i rtco# 

-71) — <z>=i yr>7T- ^rtfttSTftx.^^'^ *-Cfc 
[0037] roBSE&stc-c* cpu-^v^j- — /n 1 

1 liDVC 1 3 X DStt^o/c^— ^tcS<5v>T, 
ft $ tt/c 3 ^ v ^ OBf^-^ /WB^-T 5 fc * OBff 

OT^^fy^H ?rMt5o DVCl3lt =i 
>"r* l/y^r — $ ^Ba^ik L, t^CPU^^a-yui 
50 1 llcii£5o Bf^t^ttfe^^T-^^JiBt-^fb^nfe^ 
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£ 1 3 9 4;<* 2 0 O&XXfPC I 1 O O^IT 
CPU^'^-zH 1 lM/g£, CPU^^-yH 1 
1 tf>m^» (De-cipher) 1112 tefgsEie cfc 
o T £ tltz =r x^r V ^ o X ^ > (DV% 

[0 0 3 8] ^^^m^tifc^>'r>-yac PU^e^a 
— yU 1 1 l^coy^h ^x7MPEG 2 7=^"^ (D e 
coder) 111 3 laoTr^" K£*Xfc^, ^> 
1 1 2^VGA^yfD-7l 1 4^rii:^^^AG 
P (AcceleratedGraphics Por 
t) ^LTVGA^>hP-7l 1 4{ciP3ilT^4 

[0 0 3 9] r<7>£?fc, f^^^^yry^f"^ 

u mffe^it^—^ffi&z^^mm^is^— 139 

E E E 1 3 9 4^<X 2 0 0^<t(/PCI 1 0 0 tf> ^ 

[0 0 4 0] *fc. PCHrto#«lffi ; e^-;uSi: 

^t°- pj, ^t-W, n.f- 7!l- ) fliURR 

[004 1] H2^i**JII»^B-Cffl■v^bi^SBI^E«!ia*3 

^rSHlt "^Sift'J^'T^W Source Devic 
e , gfSi-Sfflfl^^M >^d 5 S ink Device X 

[0042] Sink Device fi, *i\ £L^t£r 

— (Na)£, Source Device lC^i" 0 
tit, Sink Device fi, ib*lfcPJIfc2: 
fflV^TN a fab A r £ffr*i-£„ 

[0043] Source Device fi, £L^[£:{£ 
otSllI^^f^^^y^f-Y^y^*- (Nb) 
SrdfcfSU *jht«r, BBE**(c»i-SJC*i: UTS i n 
k D e v i c e tC^i" 0 Source Dev 

i celt &:#>btltcM%ti&m*'^XNbfrbB r 3rffr£ 

[0 0 44] Source D e v i c e ft 

y y-fe — (B v) £S i n k Device \Z&Z> 0 
~(D* y-fe — (B v) It Na, B r i: rt> 
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[0045] Sink D e v i c e ft yi?— 
(Av) ^-Source Device iCi£& 0 * 
— (A v) It Nb, A r kfrbftf&Ztl 

[0046] Source D e v i c e ft Av &1E 

L V ^>$£fg U IE L ttfUflfl^tfSiE S fcT^-f *X&>Z> 

t^mvxmum (Ak) ^f^6 0 ^««-, sink 

Device^. B v ^IE Ll L , jE L ttntffB 

^SiEa^T'^^-efcSir^JWfLTSilft (Ak) ^ 
/0 As*. 

[0 0 4 7] Source D e v i c e it 

^SEH (Ak) T'lifffkLfe^yho-^- (eK 
x ) S i n k Device (Cj£<5 0 Sink D e 
v i celt R&7Hfc;£*U*:=i > hn-/^- (e K x) 
^111 (Ak)- tUttSrHlRU ^ hp-/uar— 

(Kx) Srfls*. 

[0 0 4 8] /£*3, H!2 0BiiEAQiS<0^)IIl^fc< 

[0049] m 3 it **ii»JB-efflv^nsBiiE«fa 

(Kc) ) ©fPrt^l««-Bli-S«iS:S:^-rHTife 

^Source Device, g^ff i" Sffljtf)?^^ 
^/5>S ink Device ~C£>5 0 

jo [od5o] wti 3 (Dmrnmn, m^t^m^^^x 

(1) (10) *-C#fffil:ttotffiWLt^<o 

(D^-fSource Device^Sink D 
e v i c ett*35lv^tcBBE«!aSrJHIfib-C5:vMc**S 

tL£^>- h — (Kx) £#6 0 ffti, r C7^ =r > h 

*fc*3S:5 =« > r i left*. 

. r.(D^HE^(Co^Tf¥^a^(iH]2T^LfcJ: 5 ft^"^ 

40 (2) Source Device ft ^T 1 y^T- 

p—/UtS# (EM I ) £S i n k Device IC^f 

(3) Source Device, Sink Dev 
i ceHl:, =3 >- hn-/^- (Kx) <t ^ =r 
ha-yHS# (EMI) ^^r- (K c k) 

^r^.^, Source Device, Sink De 
vice "C^W"^6 0 
50 [0 0 5 1] :^-Kc k(D4M?riitT'i 
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is 

-ft. 

K c k = J [K x, EM I ] 

[0052] :;t\ Source Dev i c e^b 

i^JbtL^EM I & = e S^It-^^^LTV^^ 

JCH Sink Device T*d ^ t°— £r^-f 
tf^EM I * lC##&;t«b*U E«g£#J&SS o u r c e 
D e v i c e £ LtM^^yfy^f-^^ 
ifi-^m^tCfircOEM I ' ^^f^tl>^>^>^^— 

(4) Source Device 12, , SL»I8^S* 
^tcj; 9 ^ K*- (Kc s) £ 
£/&U K=*- (Kc s) (K c 
k) £#J/BLTI*-5Ht£ri6U *#flS S K*- 

(eKcs) £r S i n k Device {Z^iE^ & 0 

(5) S o u r c e D e v i c e II, § b tCB$*J*?tC J: 
Drt^ft>ottKBfftT-^ (Nc) ££/&U 
Sink Device fCi2HH~f~<5 0 

(6) Source De v i cefi^ yfy s 7f"^ 
(Contents) Srflf-JHfc:, RXTm^it-T Z>tl1sb<D 

3yfyy^r- (Kc) Sri/— K*— (Kc s) £ 
S^-* (Nc) i:<^H»*cS-$V^r^i-So fiP^fH 

Kc = j[Kcs,Nc] 

(7) SourceDevice fi^^c^^L/c =i > 
— (Kc) £fflV^T, ^yfy^f-^ (Cont 

ents) Sr«F»ft;U ^^ti^^yfy^f-i? 

(e [Contents (Kc)]) £ S ink D e 
vice ^3^fa~t~<5 0 

(8) Sink De v i c e ligff Ifc^ >f >7r 

— ?&m^it1-Z>tz1b<DS ink Device 
3^>^^r— (Kc) SrMtSo ^(Dfctf), *-f»t 
#fls£ixfc*>— K*- (e [Kck (Kcs) ]) ^ 
'a* ■ (Kck) J: 9 U ix— K*- (Kc 

s) &»So 

(9) ^IT, Sink Device ft'lOv'— K^r 

- (Kcs) f-fr^m (5) tciJ: OSttftofcNfSE 
(Nc) t <D JbfrrMDs* 7 *—?&jclZ LT ^ yf> 

y*- (Kc) (Sink Device g#T*^ 0 

Kc = J [Kcs, Nc] 

<t It, Source device^: |5]flS<E>#igi£: U 

(10) t LT, Sink Device (i^yf 
(Kc) Srffl^T, (7) "CaiP>tLr#fcBt# 

f^nfc^yfy^f-^ (e [Contents (K 
c) ] ) ^fbLT, jESlca^xyf*-* (Co 
n tents) Srf#<5 ^ £ ^ s "t?# 5 0 
[0 0 5 3] £l±Z<D£ 5ftBBE#l«, « 
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* (Contents) {C^LT, ^^^FbIT^ yf ^ 
(Kc) £r^W<£/FL o£ 91*]— ©ayfyy* 
- (Kc) (SiEI-te^Sr ^^oX^{c/j:t), ^M^: 
£ *XT V ^BS^fc $ tltir- * & £ 6 tCBgr^ki- 5 J: 9 

[0 0 5 4] Ifei^fiitC&ofcS&ll, «»raoSSEI- 

(Kx) -*$\ CGMSO^^lCnyTyyr-^tO^t 0 

— /I/ 3r — (EMI) f^^f-^^\ nv^v^^r — 

(Kc) ±rtofc«><D««cfc LTttgH£/flLfc^T-8rtf 
fci/— K=*~ (Kc s) U#^f& (Nc) ^jffilt 

■?-{t;(ctt«sm"c*»-r5^'&^- (Kck) zmm-t 

K*— (Kcs) RO?B*3Eft (Nc) 
cO^r — ^ £ ltftx.ll Sink Device^. S 
ource Device^ LT&tCSUCDT^W X fC =3 

mm-rz>m&i<zi>mc=t^ : T>y*- (k c ) 
fijffl-rs^^^-e^s«5T% ^yfyn- (k c ) x 

it^lb^tlt=iyf y7r-^ (e [Contents 
(Kc) ] ) *£h\^tzm<Dzi^^-^y3r- (K 
c' ) *-eSS«ff fttS J: 5 ^lli^R* < . 

[0 0 5 5] &lc, El 2, ma*R\i^xWft\s1zWtit\z. 

^p^* h = >f v y SrE»t S C i: tt"C* ft 

(7)|5^tP^^ (Plain Contents) ^^FiEtc: 

[0 0 5 6] trt% *HaS^lBT-fi, ^F^t/^ 
-f ^ JCfi^BEftiaSiJ (Authenticator)cD 

[0 0 5 7] i4^il3tWof^ 

Ift-[Hio^3 e-pjo 3 yf y yf-^ ^ s t b i 2 

^b§lf LTDVD-RAMK7^yi 1 60DVD- 

50 izo\,^xMrft#)iz.$tw-rz> 0 
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(1) STB1 2iDVD-RAMK7^yi 1 
^iXCO^liE^ (Authnticator) 121, 1 

iCjESft^^ xX~hZZ£i>mW£tlZ>b. STB1 

(eKx) ^DVD-RAMK7-fyi 16lt'^ 
g^nyhp-yU^r- (Kx) £3£/&-<r5 0 ;Hxic:J;D 
[^— co=r V h ci— /U^r— (Kx) £rSTBl 2<tDVD 
-RAMK7^f/l 1 6T'Mt^c 

(2) S T B 1 2 ^^f tl) ^ yf > 7f-^ CliC G 10 
MS tm^tlZ^ = > ho — yMf$8 (EMI) ^-g" 

t c — =iV h /Mffg (EMI) £ 
DVD-R AM K^-f y 1 1 6{-t)^f tt, (§)3iCj: 
DBlWL^H»cS^#Je^^- (Kck) «r**-f 

(3) STB 12(1, a»«4S*a»)7yni:« 
±£*L5v'-- (Kc s) &£.J& L, :(Dv/-K^r 

- (kcs) (Kck) ^mm^xm^riti 

tltlis— K*— ( e [Kck (Kcs)]) £ , l«Kft 
7*— * (Nc) ^DVD-RAMK7^^116(:2(| 20 

(4) STB 1 2ii, (Kcs) t^Sf 
(Nc) irOBISftf-^V^T^V^^^^r— (K 

c) ££/&U r^a^^y^F— (Kc) 3r#lJffiL 
X, ayfyyf- ^^Bf-^fb-r^o ^Lt, DVD — 

RAMK7^7'1 1 6 T-fiBt^fc^ftfc^^ l/Vr — 
# (e [Contents (Kc)]) 3rR£-§-ft;£ ftfc 
I^PCI 10 0 ^IlTDVD-RAMl 1 6 CO 
*7VT_LtCffi»i-5 0 IT, ^JStS^^r- (K 
ck) fCjzoT-^v'- K^f~ (Kcs) &«-5HfcU it? 
ZttSrflpae* (Nc) <b^c0*Jx.f;£, iSOi^Cir^ 

(Kc s) (N c) ii, DVD- RAMI 1 6 

ho — (EMI) « r— HJn tf— pjj i>> 

h rm^^e-^pjj co^ffi (em i ) tc#£& 

i£T*£>£ 0 ft, :tlP)»^yhn-/H^XCPU 40 
■=E-^zr— /H 1 1 M«fc oT??:b*V<5o 
[0 0 5 8] #CfC, IU6^#0SL-C, DVD — RAM K 

"r>y "f— $ (e [Contents (Kc)]) £:M 

PEG2r^-^l 1 5 xm-$L"i-z>Wf&\a\,^xm>wi- 

(1) DVD-R AM Vy^zf 1 1 6 £ M P EG 2x^ 

1 1 5 1 <omu& ii6i, 1151 mx% mm* 

D V D — R AM 1 1 6Wt)>bt&-tlrik&tlXT£btlX3feZ> 50 
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=3 > h tJ—jU^-— ( e K x ) £rM P E G 2T 13 — & 1 1 

SWXVg^-ZMZ^ v hp-/u^ (Kx' ) «r±*8-r 
6 0 9 m—(D^ is h yu^r— (K x ' ) £D 

VD-RAMK7^f/l 1 6 iMPEGr ^ — ¥ 1 1 5 

[0 0 5 9] 7c :(D3yhD-/^- (Kx' ) J2 
lilLitDVD-RAM 115£STB12 £ L 
f:^yhD-/uar^ (Kx) ^ta^&oTV^o 

(2) DVD-RAMK7^^1 1 6|C^^HTV^ 

X. tbfifz nt°-^y hP — $8 (EM I ) J&S$£*L 
T*5f9, ^<0=» fcT— =1 > h /Uff^ (EMI' ) £M 
PEG2r=>^l 1 5ldt>i£{f IT, HI 3 tc «fc 9 
Lfc|i»{cS<5#^^- (Kck 1 ) ^Mt6 0 
[0 0 6 0] (3) DVD-RAMK7^^116it 

H*«-Ci»»ft**L-c»*Sixrv^fc^— K*- (eK 

c s) ^*rur@^fiS:fflv^r«#{t-rs 0 frier com 

K=*~ (Kcs) ^£te£r&*- 
(Kck' ) ^JfflLTP&^LL, w<OB»#Yb*tbfc^ 

— K^r— ( e [K c k ' (Kcs)]) ^MPEGr^ 

—¥\ i 5— inft-r^o 

[oo6i] r*xtra«icB»#<bSttrlMS*tLT^fc 

nm&fT — Z (eNc) i:oV>Ttltfi«:ffl^Ta^ 
ItU MPEGr^-yi 1 5fci£{f-r6 0 . 

(4) DVD-RAMK7^yi 16(1, =* 

- (Kc) J: V^fcisM^i/y-i/V?-* (e [C 

ontents (Kc)]) ^MPEG2r^-^l 1 
6 l^<D££i£{f-f-£ 0 

[0 0 6 2] Cl It'^aJ: 5 tC v v— K^f~ (K c 
s) , B#3E» (Nc) t=^>^^^^~ (Kc) i*Jri£ 
L/cSTB 1 2 ^ DVD- RAMI 1 6 X%\m Lfc t>^> 

(Kc) Srfljffl LTPf-^-jb^tiTD VD-R AM 1 1 6 
ltCfe%to£thfc =3 yfy7r-^ (e [Contents 
(Kc) ] ) ^MPEG2f^-^l 1 6tC^<7)££i£ 

(5) MPEG 2 7^-^1 1 6"Cfi, ^:if Lfc=i>^ 
y^f-^^Mlbt^/cfeC, .MPEG2f=>-yi 
1 6 rtCO A utenticiatorl2lT\ 
$tlfc^— K*— (e [K c k ' (Kcs)]) ^8 
^^r- (Kck' ) «r«l^ra#ftL. '>-K^r- (K 
c s) ^Mf6 e 

[0063] (6)^(C, Autenticiator 
12 1 Xi/— K^r— (Kcs) <t , DVD-R AM Y =7 

^f7*H6J:9$WoTi^mi (Nc) <t<7)^^: 

(CJ:«9, ^ V^V^^r- (Kc) ^Mt^)o 

[00 6 4] (7) ^ £ tltz ^is'Tlsy*— (Kc) 
(±M PEG 2 ^=3 — y 1 1 5F^COD e-Cipherl 
1 5 2(Cii^tL5o 
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(8) De-Cipherll5 2 f2K c IC £ 9 Vg^it 
^tltz^^'r^yf—^ (e [Contents (K 
c) ] ) Z^s'T^y*— (Kc) ICj;i98?^T, t(0 
=3 >7- >y<OP 1 a i n T e x t £r£j5£i-£ 0 

[0 0 6 5] (9) MPEG2f3 — & 1 1 5liP 1 a 
i n T x e t ^rf^" KL/:^[CVGAny Fn-yl 

£1±<D£?\C^ DVD-RAMK7>fyi 1 6^h, M 
PEG 2v"^—Vl 1 SIC^^-^pt^ btt±m(DM£ 

KlcJ:0*rt**t5tt-&*- (Kck) ^t'-ny 
ho— A-t#fg (EMI) 12, STBl2<tDVD-RA 
MK7^1 1 t-^PT^ h8LS*rLfc»;&£ 

5: irtcj: 9, ^ >-^>^^r- (Kc) tCO^Tfi[5] — 

{;i{fcofc££, MPEG27^"^1 1 5— DVD-R 

^f-^H^iiMPEG 2f^-^t;^ft5 r £ 

u^e^a- /n l l \c iotff ^>tb-5 0 
[0066] m7 z^mvx. DVD-RAM± 

(EncryptedContent s) £S'JC9D VD 

[0 0 6 7] r GD^^ Source Device^: 

/^§DVD-RAMK7^^{1 rnt 8 [n]pjj CD 

■^t 4 -nyhn-/Ht# (EMI) ^M^iltV^r 

(1) Sou r c e||DVD-RAMK7 / f7'l 1 6 t 
S i n k#jDVD-R AM 118 h X V ^Z>MM& 
116 1, 118 1 t\ i&liELSVMCjEa*^^^"^ 
&>6;i £ASflkB3Jt£2:« Sou r c eiDVD-RA 
Ml 1 6j&>f>te^b£*bTi£ib*XT*5=i>' h jv^r 
— (eKx' ' ) £Sin k fflfjD V D - R AM 1 1 7T* 
W*&»£=avhi3-yu*- (Kx' ' ) ^«f^) 0 
^tUCj: *) W\— (D^> V (K x ' ' ) ^DV 
D-RAMK7^/1 1 6 t DVD- RAMI 1 8t'* 
tt6 0 40 

[0 0 6 8] tztc\ :o3yhn- (Kx* 1 ) 

(2) Sou r c eiDVD-RAMK7^^1 1 6(C 

^nt-nyhp-/^ (EMI) ^^*^T*5^. 
lO^t'-ny h yufg ft (EMI) £S i n kiflJD 
VD-RAMK^-f^l 1 7\Zi>mit Lt, (D3^J:i9 
»WLfcBB»^S^*»*^- (Kck") «r#*-f 
5o 50 
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(3) SourcelDVD-RAMK7^7'l 16 
B&^-{b^^*&#J^iX^^- (e 'Kc s) IC 

fcv'-K*- (Kc s) ^ShUS^*- (Kc 
k' ' ) ^Jffltt^bt, r<OBt^ffc£*ifcv'- K 
(e [Kc k' ' (Kc s) ] ) £S i n kiUDV 
D-R AM K7>T^1 1 7— i£{f-r& 0 CHi:f^^(C0t 

-^i^:^nr^^^^Tv^^^m7 : '-^ (eNc) ico 

^T^g^ilSrffl^T^^HfcU S i nklDVD-R 
AMK^^^l 1 8Mi£{fi-£ 0 

(4) Sour ceiDVD-RAMK7^7 y l Hli 
KcCi ^^-^^$^L/c^^CO^ ^-t" V^^—^ (e 

[Contents (Kc)]) £D VD-RAM K7 
^^1 1 8 tdi^jH U DVD-RAMK7^/1 1 8 "C 
fi % Z.CD^^'rl^yy^^^ (e [Contents (K 
c) ] ) £r^cQ£;£ K7>f^Wf-f TMfESM-'So 

(5) S i n kijD VD-RAM K7^^ 1 1 8 S 
o u r c efljD VD-RAM Yy<< 7 1 1 6^&S»tlk 
ofcRf^fl^ftfcv-- K*— (e [Kck' ' (Kc 
s) ] ) (Kck' ' ) IZ£ 9fHHtU 
is— (Kc s) ^4*t5o 

[0 0 6 9] -t LT\ ra>i/— K^r— (K c s ) t 
(Nc) ££r, DVD- RAMI 1 8 H*tf>«« (fg 

JfeSfttMrt^ft*. ^/crnh: 0 -rn> ho-/Utf# (EM 

i) fi r— t 0 --sjj ^tb rrtL^_b^ t°— ^rFJ CO 

(iitCPU^^^^H 1 liZ£oX?ft>tlZ>a 

[0 0 7 0] rcO J; 9 DVD-RAMK7^7*^P) 
^IJCOD VD-RAM K7-f^3yfy^f-^^3 t° 

ttfc**, «#fbt>^*ti"^o**t> 9-*c7)DVD- 

ram K^yicte^tt^ tr— tos^T-r^o 

fc:, nyfy^^-?:Mt5f:fe(7)y- K^r— (K c 
s) , (Nc) tCO^Tt>> ^(D^^lBlCx-^ 

[0 0 7 1 ] 

:ir«#, ^o»@*3 f-^of ^ h«**r*a-r 

[m®co^*^tftp^] 

[Eii] *mw<D-nmmmiz&z=i^\?*-*i/XT 
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(kc) (nftj&^m&TF-rwt&Ma 

im4] mi <Di/*TMZiortZ>^ ir y b b y-fi£y9 

[ins] ffinmmm<oisxTJ*\cwirthtitc* b & 

y?s <>f * \Z ft 3 * - <D IBM** £ WIW f £ ft £> <D M 0 
[H16] mi<Di/*7'MZ.lortZ>?sbl'—i/y*s<4*fr 

[i7] H3-C^Sttfc3 tr°— h#5t£:JfiV* 



20 



n-/'?- y-^/u^^t^ — ^ (pc) 

1 2 -ir 5/ h h (STB) 



10 
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VC) 

1 4 — 

111 

112 

113 

114 

115 

116 

117 

12 1 

12 2 

13 1 

13 2 

14 1 
14 2 
111 
111 
113 
113 
115 
115 
116 



r^^^'r^t^ h — y (D-VCR) 
■C PU^v^a- yu 

•VGAny 
•MPEG 2f^"^ 
•DVD-RAM K^-f :/ 
■ 1 3 9 4 ^ ]) y v 5 

f&juEgE (Authenticator) 
•l«*Ht • «*Hfc8R (D e -/C i p h e r ) 

ISIiE^ (Authent i ca tor) 
■BHMfctt (Cipher) 

l^liE^ (Authenticator) 

m-^it ' «#ffc« (D e -/C i p h e r ) 

1 ■■■i&IiE£fl (Authenticator) 

2 ■• -^-^Hfcgfl (De-cipher) 

1 - ISIiESB (Authenticator) 
2-«F#ft« (Cipher) 

1 ■••igfEgR (Authent i ca tor) 

2 •••^#{fc:a$ (De — cipher) 

1 •l&IiEgft (Authenticator) 



[13] 



Sink Device 



Source Device 









(2)311 






©KcK^tlOcENI] 


®KcK=J[Kx,B1I] 


@e[KcK(KCS)] 
©He 










< ®eTKcK(KCS)] 


®Nc 


6_ " ®fiS 


GXc=J[Kcs f Nc] 


®o[Contents(kc)] 
(B)kc6^-e [ KcKC kes) 1 /( kck ) 


G&e[Contents(kc>] 


<%Con tents 


®Kc=J[Kcs J Nc] 






®Contents«-e[Contents( kc)]/(Kc) 
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[mi ] 



±5 



t 










o 
V 


0 


CD 

h- 


** 

I 


i 


cn 








2 


o 


<C 


« 

u 


(C 




J 


1 


Q 




> 


-< 




> 
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(132 ] 



Sink Device (a) 



Source Device (b) 



U SSSfc«<Ak)« 

ft* 



eKx€AkTBfrg-* 



Request Authentication & 
Random challenge Key (Na) 



Return Random chalengn (Mb) 



Send signed response message (Bv) 



Send signed response message (Av) 



Send encrypted Control Key (eKx) 



Av/^iEUL^iiB 



AkTf&^ftL£ 
(eKx)£ffc& 



[114] 



CPU 



1 o 0 



116 1- 



<1 1 1 



AoUntnior 












•eOOm^N^iafn 






afCmteotetfe)] 







I 2 1 

1 \ 1 

_5_ 



4 



STB 

■Kck-J[KXEMI1 Kfl=J[Kes.Nci 



Authenticate r 



1»4 



^1 2 



e[Cbat«iC(Kc)j 

^.2 0 0 



^1 1 6 
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[HI5] 



0VD-RAM>f^7 



Gap Sector ( ^*^Ai*B*£>a€Si2) Gap Sector (V^xA^^^Ott) Gap 







\ 








•(EMI*) 


a(Koe) 


«<No> 



[me] 



PCI f— 

\ — r 

1 0 0 •ejKcik'afedJ j 



111- 

\ 



CPU 



115 1- 



MP EG 2 



Plain* Ten 



*Ke= JTKe» s Ne] • 

Autherrticator 

f — 

i 

I 



Oa-Cipher 



*1 1 5 
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v{Ctzt\LrntCKa)] 



118 1^ 


Autfwntfe«tor 

•Kck'=JIllx , ( ^in 










•edCa^EMl') 


fllCbniet 




'vl 1 6 









I7] 



CPU 



•fct- 

■BH r 



* ^"" J 1 - , 

Aothenti carter 






x , 

Autherrticator 






eCcontantsfltc)] 




-KdT=J[Kn",EMI] 










.fc»*-6[Kdr(Xca>]/i«cr ' 


e<KCa,te,9<D 






* 

«{RCa f Kc t K) 


b [contorts (Kc)] 










DVD-RAM K5-r ^(Source) 




DVD-RAM K9-f "/(Sink) 



, 118 
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[B8] 




• u 

■ fcxg[ju,f(w>) 



BO 

•[antsnta(Kc)} 



i 

' -TO' 
- «CBntent*((c* ) 



3 

I 



flVD-tM 










s 7 


• e[CBnte(rU<ke)) 
■ 90 






















K« ^9 






Cipher 
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| Aulhenticfctor | 






AuUtai tics tor 
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Content* 



7P 1/ h^<—i?(Dm$ 

(12) MB % Ft? — 5C064 BAOI BA07 BB05 BB07 BC06 

**:fP«F*m*2»ri#% t*5*#tt*2: BC07 BC17 BC22 CA14 CB01 
Jff^Iifr*) CC04 

5D044 AB05 AB07 BC06 CC04 DE49 

GK08 GK17 HL08 HL11 

5K013 EA02 FA03 GA04 JAOO 
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